
PROJECT MANAGEMENT HANDBOOK, PART 1 - ISSUES COMMON TO ALL PROJECT MANAGERS 

Page 1 of 19 

 

 

CHAPTER 19 – RISK MANAGEMENT  Revised 03/01/2016 

CHAPTER 19 – RISK MANAGEMENT 

Contents 

Introduction .................................................................................................... 2 

Risk Management Plan .................................................................................. 5 

Elements of a Risk Management Plan ........................................................... 6 

Risk Elements and Assessment..................................................................... 9 

Interpreting the Graded Approach Total Risk Score .................................... 12 

References .................................................................................................. 15 

Caltrans Method for Risk Analysis ............................................................... 16 

 

  



PROJECT MANAGEMENT HANDBOOK, PART 1 - ISSUES COMMON TO ALL PROJECT MANAGERS 

Page 2 of 19 

 

 

CHAPTER 19 – RISK MANAGEMENT  Revised 03/01/2016 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Introduction 

Project risk management is the systematic process of identifying, analyzing, 
planning for, responding to and monitoring project risk.  It involves processes, 
tools and techniques that will help the Project Manager minimize the probability 
and consequences of adverse events.  Risk management is most effective when 
first performed early in the life of a project and is a continuing responsibility 
throughout the project. 

Project risk is an uncertain event or condition that, if it occurs, will have an effect 
on project success.  Project success is defined as meeting the goals of project.  
The four critical goals of every project include: objectives, schedule, budget, and 
quality. 

In addition to the four goals listed above, consultant Project Managers must also 
be concerned with those risks that will affect profitability and liability of the firm. 

Risks that have a positive outcome are opportunities while risks with a negative 
outcome are threats.  The Project Manager is responsible to identify and manage 
all risks; increasing the probability and/or impact of opportunities (i.e. positive risk 
events) and minimizing the probability and/or impact of threats (i.e. negative risk 
events).  Figure 1, Three Components of Risk, illustrates the elements 
associated with all risk. 
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Project opportunities are uncertain events that, if they occur, will have a positive 

effect on project success.  Opportunities do occur during projects and Project 
Managers must be prepared to capitalize on them.  This chapter will concentrate 
on threats (i.e. negative risks), but the management processes described may 
also identify opportunities. 

Project risk is the combination of probability and impact.  Probability describes 
the likelihood of an event or condition actually occurring on a project and is 
expressed as a percent (e.g, 40% probability of this risk occurring).  Impact 
describes the consequence of the event or condition occurring and is expressed 
in dollars (e.g., if this risk does occur it will cost us $100,000).  Risk management 
must consider both.  The risk of a major financial crisis within the state, shutting 
down a project would have a major impact on the project, but is a very unlikely 
event.  Although the risk of a missed deadline for a specific task may be great, 
the impact may not be very severe if the time can be easily made up.  In both of 
these cases, the overall risk may be acceptable. 

There are many procedures and tools available for risk management.  This 
chapter will describe three processes: the Risk Based Graded Approach, 
Caltrans Method for Risk Analysis and the Project Risk Register. 

Risk Based Graded Approach is a process to define, in rough terms, the overall 
risk value of the project.  It should be used by the FDOT Project Manager during 
the initial scoping phase of the project to assess overall project risk. 

Another alternative method for Project Risk Management is the Caltrans Method 
for Risk Analysis.  This process was developed by the California Department of 
Transportation and specifically designed for transportation projects.  The 
Caltrans Method is presented at the end of this chapter. 

The Project Risk Register is a formal risk analysis involving input from both 
internal and external stakeholders.  The Project Risk Register should typically be 
used on only the most complicated, riskiest FDOT projects.  The Project Risk 
Register allows the Project Manager and project team to determine what is the 
probability and impact for identified risks.  From this the risks can be prioritized 
using expected monetary value and displayed on the “Probability – Impact 
Matrix”.  This matrix would be a major deliverable and a strong communication 
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tool that focuses everyone on the prioritized risks (i.e. the high:high risk cells).  
The Project Risk Register should be completed by FDOT and the consultant after 
the consultant selected for the project is under contract.  It will likely be 
necessary to adjust the scope of work to accommodate the results of the risk 
analysis. 
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Although this chapter deals specifically with the project manager’s responsibilities 
with risk management processes, other chapters in this Project Manager’s 
Handbook describe common sense risk management steps and practices.  The 
following chapters in Part I of the handbook present specific recommendations 
that will help manage risks, with or without a formal risk management plan: 

 Chapter 3, Project Work Plan 

 Chapter 4, Monitoring and Control 

 Chapter 7, Responsibilities and Roles of Project Managers 

 Chapter 11, Project Continuity 

 Chapter 15, Scheduling 

 Chapter 16, Quality Assurance and Quality Control 

Risk Management Plan 

A risk management plan should identify the risks that need to be managed (the 
highest priority risks and possibly some or all of the intermediate priority risks) 
and the selected risk response strategy for each.  The plan should include 
specific actions to be taken and responsible parties.  The risk management plan 
should become part of the Project Work Plan, as discussed in Part I, Chapter 3 of 
this handbook.   A new risk management plan should be developed at the 
initiation of each project phase, involving the FDOT Project Managers of the 
preceding, current and subsequent phase.  Plans should be developed early 
enough to include necessary strategies in the consultant scope of services.  A 
risk management plan will also be a valuable tool in selecting design-build and 
other innovative contracting methods for construction contracts. 

It is a good idea for both the FDOT and consultant Project Managers to develop 
separate risk management analyses from their own perspectives as part of their 
preparations for contract negotiations.  Managing high-priority risks are valid 
interests that should be addressed by both parties as part of mutual gains 
negotiations.  The analyses should then be updated after negotiations reflecting 
any agreements reached.  

Plans should be monitored to identify new risks and to ensure that selected 
strategies are executed and the effectiveness of actions taken are evaluated. 
Monitoring of the plan should continue throughout the life of a project.  Detailed 
updates of the plan should be made at selected milestones, especially on large 
projects.   

The Project Manager’s Toolbox contains a risk-based “graded approach 
analysis” methodology, used to determine requirements for planning and control 
of the project work effort.  This procedure results in an overall risk evaluation for 
a project, as well as identification of general risk elements within a project.  It is a 
simplified approach to risk analysis. 

http://www.dot.state.fl.us/projectmanagementoffice/ToolBox/default.shtm
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Elements of a Risk Management Plan 

Risk Identification.  The first step in Risk Management is identification of potential 
risks to a project.  Risk identification involves identifying potential project risks 
and documenting their characteristics, resulting in a list of potential project risks.  
As a starting point in the process, potential project risks are listed in Figure 2, 
Types of Risk.  This list should be supplemented based on the experience of the 
Project Manager and other team members, as well as historical data available 
from similar projects, studies performed by the District or the Central Office on 
similar projects and other appropriate sources.  The actual list for each project 
should be unique, reflecting specific project conditions.  This list should include 
those situations and conditions that have a reasonable likelihood of occurring 
and that will have some negative impact on the project.  It is not necessary to list 
those that are only technically possible or those that will have a very minor 
impact on the project.  Otherwise, probability and impact should not be a 
consideration at this point. 

Developing this list is a creative process.  It is helpful if the project manager 
involves the key members of the project team in this task.  FDOT project 
managers should also involve Project Managers from the preceding and 
following phases in identifying potential risks.  The list of potential risks should 
include everything that can go wrong on a project.  It will vary according to the 
project phase (PD&E, Design, etc.), type of project (3R, capacity improvement, 
etc.), whether the list is being compiled by FDOT or a consultant Project 
Manager, and specific project conditions. 

On complicated projects where use of a formal risk analysis process is required 
(e.g. the Project Risk Register), the FDOT Project Manager will involve the key 
members of the project team in this task.  In general the key members should 
include the Project Manager, sponsor, customer, external stakeholders, and a 
representative from engineering, procurement, quality, HR, safety, finance, and 
operations and maintenance.  FDOT Project Managers should also involve 
Project Managers from the preceding and following phases in identifying potential 
risks. 
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Qualitative Risk Analysis:  The next step in the risk management process is to 
qualify and prioritize the identified risks.  This process involves considering 
probability and impact separately, then prioritizing the risks using a combination 
of both.  Careful and objective definitions of the levels of probability and 
consequences, or impact, are critical to the creditability of the process. 

A Risk Based Graded Approach Analysis is used during project scoping by the 
FDOT Project Manager to determine requirements for planning and control of the 
project work effort.  This analysis will maximize project control effectiveness at 
the lowest cost and assist in identification and mitigation of project risks. 

The Risk Based Graded Approach Analysis is a management tool used to: 

 Determine where to assign what PM resources 

 Helps define the scope for the Project 

 Evaluate risk elements based on risk (vs. cost of project) 

 Get agreement from all members of the project team 

The Risk Based Graded Approach Worksheet should take no more than fifteen 
minutes to complete, even on the most complex project.  The worksheet is 
completed as part of the project planning process with the total Risk Score 
included in the project documentation.  Completion of the Risk Based Graded 
Approach Worksheet is a fast way to quantify project risk early in the project 
timeline and should not be used as a substitute for formal risk identification, 
qualification, quantification, and response planning.  Figure 3, Risk Based 
Graded Approach Definitions, will help clarify some terminology. 
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Risk Elements and Assessment 

Refer to Figure 4, 15 Risk Elements. 

There are numerous risk areas that may typically be encountered on an FDOT 
project, 15 of the more critical risk elements are listed on the following pages.  
The risk areas are not cast in stone and may be eliminated, or new risks added, 
to match the characteristics of a specific project.  For example, risk element 5, 
environmental impacts/contamination, could be eliminated if there were no 
chance of impacts or contamination on the project. 

Risk Assessment:  The Risk Assessment value is determined by the project 
team and documented on the graded approach worksheet.  The below-listed 
numeric guidelines can be used to guide the team members in determining the 
overall level of risk, per element, to project priorities (i.e., scope, schedule, cost, 
and, quality).  Risk assessment values are as follows: 

The project team assigns each risk element a risk assessment value based on 
the anticipated risk level.  Note, although typically there is a distribution of 1, 3, 
and 5’s within this column, all risk assessments may be “1” or all “5”.  This is 
dependent on the input from the team. 

Risk Priority:  Next, the project team next identifies where they will apply 
priorities within the identified risk elements.  The team determines where the 
maximum number of three “5’s” (i.e., highest priority) are to be assigned and 
scores the balance of the risk elements with either a “3” (medium priority) or “1” 
(low priority).  The three high risk elements should be identified first.  

Total Risk Score:  The Total Risk Score is calculated by multiplying the scores 
in the risk assessment column times the priority scores for a total per risk 
element.  The risk element scores are then summed to determine a Total Risk 
Score. 
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Figure 4 
15 Risk Elements 
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Figure 4 
15 Risk Elements (continued) 
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Interpreting the Graded Approach Total Risk Score 

There are two values to look at: 

 The total risk score – where it fits into specified ranges to determine if 
the project is low, medium, or high risk. 

 Total Risk Score = < 90   Low Risk Project 

 Total Risk Score = 90 – 150   Medium Risk Project 

 Total Risk Score =  > 150   High Risk Project 

 Note:  these scores are based on 15 risk elements included 
in the analysis.  Prorate the scores based on the number of 
elements used. 

 If there are any “5 – 5’s” (i.e., when there is a 5 in the risk 
assessment and risk priority columns for a single risk element) it 
signifies a risk element that should be focused on by the team and 
used to determine the makeup of the team members.  For example, 
if you have a “5 – 5” in project schedule you will want to have a 
schedule focused leader.  If the “5 – 5” is in Technology you will 
want to have more of an engineering focus.  The project team 
should also review moderate risk elements receiving scores of “3-5” 
or “5-3” to determine actions that can be taken to reduce, mitigate 
or plan for the risk. 

Sample Risk Based Graded Approach Worksheet:  A “sample” graded 
approach worksheet is provided in Figure 5, Risk Based Graded Approach 
Worksheet.  Risk elements project schedule and right of way involvement are 
rated as “5-5”.  Overall, the total project score is 137 and is considered a medium 
risk project. 
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Quantitative Risk Analysis:  Once potential project risks have been prioritized 
through the Qualitative Risk Analysis process described above, the effect of 
those risks on the project can be quantified.  The Quantitative Risk Analysis 
process analyzes the effect of the prioritized risk events and assigns a numerical 
rating to those risks.  The quantification of risks involves assigning a cost in 
dollars of impact should the risk occur and a probability of the risk occurring.   

The purpose of risk quantification is to: 

 Quantify possible outcomes for the project and their probabilities 

 Assess the probability of achieving specific project objectives 

 Identify risks requiring the most attention by quantifying their relative 
contribution to overall project risk 

 Identify realistic and achievable cost, schedule, or scope targets, given 
the project risks 

 Determine the best project management decisions when some 
conditions or outcomes are uncertain  

(reference Project Managers Book of Knowledge (PMBOK) Guide – Third 
Edition; p 254) 
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There are several techniques for quantifying risks including interviewing 
stakeholders to determine probabilities and impacts, sensitivity analysis, decision 
tree analysis, and simulation (i.e. Monte Carlo technique).  Discussion on these 
techniques and tools can be found in project management publications and 
books such as the PMBOK Guide – Third Edition. 

An example of a quantitative risk analysis could involve an urban widening 
project that is highly controversial.  The FDOT project manager expects there to 
be considerable public opposition.  One public meeting is scheduled to occur 
during the Phase III design.  The project team assesses there is a 60% chance 
that the opponents to the project could cause a significant redesign during Phase 
III and that the cost of the redesign would be $400,000 plus a significant delay in 
the project schedule.  The team determined that the risk could be mitigated 
through an aggressive public involvement program involving additional public 
meetings, meetings with elected officials, meetings with other public interest 
groups, and the preparation of high end tools such as a fly-through.  The cost of 
the additional public involvement activities is $100,000.  The project teams 
expects the aggressive public involvement effort will reduce the likelihood of the 
opponents causing a significant redesign and associated delay from 60% to 20%.  
The risk value is reduced by $160,000 ($400,000 x (60%-20%)).  In this case, it 
would be appropriate for the Department to undertake the aggressive public 
involvement program.  The costs associated with the Departments aggressive 
public involvement program can be included in the cost baseline as the project 
migrates through the planning process. 

Risk Response.  Risk response planning should focus initially on the high 
priority risks (the example identifies project schedule and right of way 
Involvement as high priorities). The intermediate priority risks (contractor issues 
and political visibility) can be addressed as time and resources permit.  Low 
priority risks are usually considered acceptable risks and are not usually 
addressed in a risk response plan. 

A risk response plan should assign one of the following strategies to each risk 
considered. 

 Avoid the Risk:  The Project Manager recommends changing the 
project plan (scope, project work plan and/or consultant contract) to 
eliminate the risk or protect the project from its impact.  Possible 
actions include changing the scope, adding time or adding funds. 

 Transfer the Risk:  Change the scope of a proposed or existing 
contract to transfer the risk to a consultant, contractor, or insurance 
company.  For example, if the original plan was for the FDOT to 
perform geotechnical investigations but the risk of project overload in 
that group is high then it could be added to a consultant contract.  
There will almost always be a cost associated with a transferred risk. 
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 Mitigate the Risk:  Reduce the probability and/or impact of a risk to an 
acceptable level.  For instance, a public relations consultant might be 
assigned to mitigate a high priority risk of public controversy on an 
upcoming major construction project.  Mitigation steps, although almost 
always costly and time-consuming, may still be preferable to going 
forward with an unmitigated risk. 

 Accept the Risk:  The best decision may be to accept certain 
risks.  This strategy includes recognizing the potential risk and the 
need to address it if it occurs and possibly developing a 
contingency plan for that event. 

 Select a Strategy:  The best strategy is a function of the cost 
associated with the strategy and the degree of remaining risk after 
taking the action.  This is essentially a qualitative benefit-cost 
analysis.  Once a strategy is selected, the Project Manager and 
team need to update the scope, project cost, and schedule.  The 
strategy needs to be monitored throughout the project to ensure the 
strategy is in fact effective in mitigating the risk. 

References 

CALTRANS 

http://www.dot.ca.gov/hq/projmgmt/guidance_prmhb.htm
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Caltrans Method for Risk Analysis 

Step 1.  Assign Probability Ranking:  Assign a probability ranking of one to five 
to each identified risk.  Figure 6, Risk Probability Rankings, provides some 
definitions may be helpful in this process. 

Step 2:  Assign Impact Ranking:  Impacts are the consequences of a risk, if the 
risk should occur.  Figure 7, Risk Probability Ranking, can be used to assign 
impact rankings to risks, based on potential impacts to each of the project goals. 

If a risk impacts more than one project goal it may be appropriate to assign one 
ranking higher.  For instance, if a risk will result in schedule slippage of one to 
two months and a budget increase of less than 5%, an appropriate ranking may 
be 4. 

Step 3:  Determine Risk Priority Group:  The third step is to combine the data 
from the previous steps to arrive at a risk priority grouping.  Figure 8, Risk 
Impact Considerations, combines probability and impact rankings. 

Each risk is assigned a priority group, which reflects both probability of the risk 
occurring and the impact, if it should occur.  All risks are then assigned to one of 
three groups: 
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 Group A:  High Priority Risks 

 Group B:  Intermediate Priority Risks 

 Group C:  Low Priority Risks  

Risk Response:  Risk response planning should focus on the high priority risks 
(Group A) initially and intermediate priority risks (Group B) as time and resources 
permit.  Low priority risks are usually considered acceptable risks and are not 
usually addressed in a risk response plan. 

A risk response plan should assign one of the following strategies to each risk 
considered.   

 Avoid the Risk  

 Transfer the Risk  

 Mitigate the Risk 

 Accept the Risk 

 Select a Strategy 

Risk Management Plan:  A risk management plan should identify the risks that 
need to be managed (those in Group A and possible some or all of Group B) and 
the selected risk response strategy for each.  The plan should include specific 
actions to be taken and responsible parties.   

Example of the Risk Management Process:  An FDOT Project Manager has 
been assigned a highway design project to manage.  This project is the widening 
of four miles of a rural two-lane highway to a four-lane divide highway with at-
grade signalized intersections.  A PD&E project has been completed.  This 
project will be designed by a consultant.  The scope of services for the consultant 
contract has not yet been finalized. 

The following risks are identified: 

 PD&E report is in error 
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 Right of way studies are in error 

 Local communities will pose objections 

 Delay in railroad agreement 

 Delay in permit approvals 

 Unanticipated Project Manager workload 

 Selection of an inexperienced consultant 

 A very aggressive schedule 

Risk probability and impact rankings are assigned using the following matrix, 
Figure 9, Risk Priorities. 
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A risk management plan based on the risk priorities above might consist of the 
following actions, as illustrated in Figure 10, Risk Response Plan. 


